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„Genuine“
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2-party key exchange protocol proposed by Diffie and Hellman in 1976
foundational for many group key exchange protocols[ITW82,SSDW88,BD94,…]

computations are performed in the finite cyclic group G
g is the generator of G
Discrete Logarithm Problem (given gx find x) is intractable in G
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„Referenced“
 

Diffie-Hellman
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users choose own secret exponents during the protocol execution
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Group Key Exchange (GKE)

User 1 User i User n

... ...

con1 coni conn
.........

.........
.........

.........
.........

.........

communication

 

channel

several
communication

rounds

accepted group key

coni

 

secret

 

contribution

 

of User i



5

Security  Threats  in GKE
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Security
 

Observations
 

for
 

„Genuine“
 

DH-KE
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every new session results in the same key
no key secrecy if other session keys are exposed (known-key security)[B94]

long-term keys (x1,x2) used directly to compute the key
no key secrecy if (x1,x2) are exposed later (weak forward secrecy)[G89]

long-term keys are linked to the users‘ identities
adversary cannot act on behalf of the users (impersonation resilience)[BD94]
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session keys are independent in different sessions
known-key security is provided

no long-term keys are used
weak forward secrecy is provided, but
impersonation attacks become possible

ephemeral secrets (x1,x2) are used to compute the key
no key secrecy if (x1,x2) are exposed later (strong forward secrecy)[BPR00,CK01]
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Achieving  Strong  Forward Secrecy
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Idea: erase ephemeral secrets prior to acceptance, e.g., secure erasure[CFIJ99]
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Generic  Solution against  Active  Attacks
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digital signature scheme (Gen, Sign, Verify)

every User i is in possession of a long-term key pair (ski,pki) Gen
every pki is publicly known and linked to User i
provides existential unforgeability
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Security  Compiler CA
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CA
 

-compiled  „Referenced“  DH-KE
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Recall: malicious participants may deviate from the protocol specification
and internal states of honest participants may be revealed

malicious user can exclude contribution of the honest user upon computing k 
(key control[MWW98], contributiveness[AST98], key replication[K05]) 
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Attack  against  Contributiveness
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Generic  Solution for  Contributiveness
passively

 

secure
GKE Protocol

P

actively

 

secure
contributory

GKE Protocol
P‘

Building
 

Blocks
collision-resistant pseudo-random function f(s, v)

s – uniformly chosen secret seed, v – (public) input value
collision-resistance

for
 

all s ≠
 

s‘
 

holds
 

f(s,v) ≠
 

f(s‘,v)
pseudo-randomness

outputs
 

f(s,·) are
 

indistinguishable
 

from
 

randomly
 

chosen
 

values
one-way permutation π

one-wayness
given

 
π(x) it

 
is

 
infeasible

 
to find x

compiler

 

for
contributiveness

CCON

CACON

compiler

 

for
security

 

against
active

 

attacks
CA



14

Security  Compiler CACON
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Presented  Dissertation Results

Compiler for Security against Active Attacks CA
generic solution against replication, modification, and injection
under consideration of strong corruptions

CA with Add-on Compiler for Contributiveness CACON
generic solution against replication, modification, and injection
generic solution against attacks on contributiveness
under consideration of strong corruptions
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Further  Dissertation Results
„Provable Security“ Issues

analysis and comparison of
12 security models and 3 variations
12 provably secure GKE protocols

enhanced security model with extended definitions
under consideration of dynamic GKE protocols

Generic Security Solutions (in addition to CA and CACON)
compiler for mutual authentication and key confirmation (CMA)
4 combinations of CA, CCON, and CMA

security proofs wrt. the proposed security model

Constant-Round GKE Protocol TDH1
static and dynamic versions
security proofs wrt. the proposed security model

Thank
 

You
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